From: Wes Vradenburg

To: NCJA TACs
Date: December 29, 2022
Subject: FBI Next Generation Identification Audit Results

Good afternoon!

The Washington State Patrol received the final report from the Federal Bureau of Investigation (FBI)
Audit team for the Next Generation Identification (NGI) audit. The following compliance areas were
cited for Washington State:

1.

Use of Criminal History Record Information (CHRI) (Fingerprint-based) - Coordination and
Approval: Ensure fingerprint-based requests for CHRI are submitted pursuant to a recognized
authority which has been properly coordinated/approved for use. We are required to submit
Public Law 92-544 state statutes to the Criminal Justice Information Law Unit (CJILU) for review and
approval. Not only for new applications but any time there is a change to the statute that provides
your fingerprint authority.

Use of CHRI (Fingerprint-based) - Re-use: Ensure CHRI received as a result of fingerprint
submissions is re-used for authorized purposes only.

Dissemination of CHRI - Authorized Recipients: Ensure CHRI is only disseminated to authorized
receiving departments and related agencies pursuant to the authority used to request CHRI.

Purpose for Disclosure of CHRI - Reason Fingerprinted (RFP) Field: Ensure the RFP field accurately
reflects the purpose and/or authority for the use of CHRI. Fingerprints were submitted with
multiple statutory references in the RFP field when the submission was only for a single purpose
associated with a single statutory reference. Although multiple statutory references are permitted
in instances when there is an actual simultaneous need for multiple purposes, the noncompliance
issue occurs when multiple statutes covering separate applicant types are cited for a submission
whereby an individual is only applying for a single reason covered by one of the statutes.

Purpose for Disclosure of CHRI - Ill Purpose Codes: Ensure the correct purpose codes are used for
name-based Ill queries. Ensure the correct purpose codes were used for name based Il queries. A
review of name based Il queries revealed inaccurate purpose code usage with Purpose Codes A, H,
I, and X. Survey responses indicated agencies selected the wrong purpose code transaction types
while conducting Ill queries.

Purpose for Disclosure of CHRI - Reason for Request: Ensure a specific reason can be provided for
all requests for CHRI. Agencies received CHRI without knowing the specific reasons for requests,
and therefore were unable to provide information to validate individual transactions selected for
review as part of the audit. This issue is centered on a lack of visibility and controls over
independent application and fingerprinting processes. It was determined this issue is primarily a
result of applicants receiving detailed fingerprinting instructions on agencies’ websites, which




increased opportunities for fingerprint submissions to take place prior to applicants submitting
applications to agencies (or not submitting applications) and prevented agencies from reasonably
validating the reason for submission.

7. Applicant Notification - FBI Privacy Act Statement: Ensure all applicants undergoing a
fingerprint-based FBI record check are provided an adequate written FBI Privacy Act
statement. Although a link to an acceptable version of the FBI Privacy Act statement is made
available on agency documentation and/or websites, there is no assurance all applicants are
accessing that link. Additionally, the state’s fingerprinting vendor may be providing the FBI Privacy
Act statement; however, not all applicants are utilizing the vendor. Therefore, there is no
verifiable process in place to ensure all applicants are provided the FBI Privacy Act statement
before or at the time of fingerprinting, regardless of where or how they are fingerprinted.

8. Applicant Notification - FBI Record Access and Amendment: Ensure all applicants undergoing a
fingerprint-based FBI record check are provided adequate written notice of the procedures for
accessing and amending an FBI identification record. There is no verifiable process in place to
ensure all applicants are provided the procedures for accessing and amending their FBI record,
regardless of where or how they are fingerprinted.

9. User Fee - Volunteer (Reduced-fee): Ensure reduced-fee fingerprint-based requests for CHRI are
properly submitted. After reviewing information gathered from local agencies, submissions
reflected fingerprint based checks were being submitted as “volunteer,” but should have been
submitted under a full fee. The local agencies advised these incorrect requests were due to human
error.

| have contacted the agencies that were audited directly with any compliance issues that need to be
resolved. Please take the time to review the issues above with your agency personnel so they are clear
on proper use of the system.

If you have any questions please feel free to email the ACCESS Requests email box at
ACCESS@wsp.wa.gov or email me directly.

Thank you,

Wes Vradenburg

Assistant Division Commander
Criminal Records Division

ACCESS & Collision Records Section
Washington State Patrol

Office: (360) 534-2103
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