From: Violeta Navarro

To: TACs and IT POCs

Date: October 16, 2024

Subject: CJIS Security Policy Updates - Presented by FBI ISO Chris Weatherly
Hello,

Thank you to those who joined this session! As promised, see attached presentation.

Other information discussed in this session:

Grants — | have attached some grant information
Control IA-11 Re-authentication
o Applies to a user who is logged in for 12 hours without logging out. After 12 hours the user
has to be prompted to re-authenticate.
o MFA s required every time a user logs into the system. Example, if a user locks their
computer to go to the restroom, they have to use MFA to log back in.
Control IA -5 Authenticator Management
o Basic password standards do not meet the new authenticator requirements
o Agencies are required to allow selection of long passwords and passphrases
o The minimum character requirement for passwords is 8 if chosen by the user and 6 if
chosen by the Credential Service Provider (CSP)
o Agencies can be stricter and implement a higher character length for passwords
Control SC— 7 Boundary Protection
o Split Tunneling — there was a lot of discussion about the policy preventing split tunneling.
There were concerns raised about latency issues. More to come on this!
The most recent CJIS Security Policy can be found here: https://le.fbi.gov/cjis-division/cjis-security-
policy-resource-center

If you have any questions, please let me know.

Thanks!

Violeta Navarro
Information Security Officer
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